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Abstract

The Internet of Things (IoT) enables a wide randeapplication scenarios with potentially critical
actuating and sensing function, e.g., in the etheddmain. For communication at the applicatiorelayesource-
constrained devices are expected to employ the t€2amsd Application Protocol (CoAP) that is curdgribeing
standardized at the IETF. To protect the transmissif sensitive information, secure CoAPmandatesuse of
Datagram TLS (DTLS) as the underlying security pcot for authenticated and confidential communamati
DTLS, however, was originally designed for compéyaiowerful devices that are interconnected vigat#é, high
bandwidth links. In this work, we present Lithe r iategration of DTLS and CoAP for the IoT. Withthé, we
additionally propose a novel DTLS header compressioheme that aims to significantly reduce the gner
consumption by leveraging the 6LOWPAN standard. tMowportantly, our proposed DTLS header compression
scheme does not compromise the end-to-end secprdperties provided by DTLS. At the same time, it
considerably reduces the number of transmittedsbytieile maintaining DTLS standard compliance. Walaate
our approach based on a DTLS implementation forGbatiki operating system. Our evaluation resulisve
significant gains in terms of packet size, energgsumption, processing time, and network-wide raspdimes

when compressed DTLS is enabled.
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Introduction

The Internet of Things (IoTs) can be described
as connecting everyday objects like smart-phones,
Internet TVs, sensors and actuators to the Intexhetre
the devices are intelligently linked together emabhew
forms of communication between things and peopid, a
between things themselves. Building loTs has ads@nc
significantly in the last couple of years sincéas added
a new dimension to the world of information and
communication technologies. With the advancements i
Internet technologies and Wireless Sensor Networks
(WSN), a new trend in the era of ubiquity is being
realized.The 6LOWPAN concept originated from theaid
that the Internet Protocol could and should be iedpl
even to the smallest devices, and that low-poweicde
with limited processing capabilities should be abde
participate in the Internet of Things. The 6LoWPAN
group has defined encapsulation and header connpmess
mechanisms that allow IPv6 packets to be sent tb an
received from over IEEE 802.15.4 based networke4 IP
and IPv6 are the work horses for data deliveryldoal-
area networks, metropolitan area networks, and -wide
area networks such as the Internet. Likewise, |IEEE
802.15.4 devices provide sensing communicatioritgbil
in the wireless domain. Such IP-connected smairicdsv
(Things) are becoming part of the Internet hencmiiog

the Internet of Things (IoT) or strictly speakirtgetIP-
connected IoT. To cope with constrained resources a
the size limitations of IEEE 802.15.4-based netwark
6LoWPAN header compression mechanisms are defined.
The 6LoOWPAN standard already defines the header
compression format for the IP header, IP extension
headers, and the UDP header.

The target for IP networking for low-power
radio communication are the applications that need
wireless internet connectivity at lower data rafes
devices with very limited form factor. Examples kbu
include, but are not limited to: automation and
entertainment applications in home, office and dact
environments. The header compression mechanisms
standardized in RFC6282 can be used to provideenead
compression of IPv6 packets over such networks.iBv6
also in use on the smart grid enabling smart meteds
other devices to build a micro mesh network before
sending the data back to the billing system udiegPv6
backbone. Some of these networks run over IEEE

802.15.4 radios, and therefore wuse the header
compression and fragmentation as specified by
RFC6282.
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Security Aspects

Providing E2E security is a widely explored
area in conventional Internet communication. Howgeve
there has been comparatively less research contircte
E2E security considering 6LOWPANs. The resource
constraints of the devices and the lossy natureireiess
links are among the major reasons that hinder amply
general E2E security mechanisms to 6LoWPANS.
Recently, the community has presented works on
analysing security challenges in the IP-based ladl a
solutions that improve or modify standard IP sdguri
protocols for the requirements of resource-constahi
devices. In our discussion of related work, we foon
approaches that aim to enable E2E security sokition
the IoT. IPsec security services are shared amding a
applications running on a particular machine. Even
though our 6LOWPAN compressed IPsec can be used to
provide lightweight E2E security at the networkdayit
is not primarily designed for web protocols such as
HTTP or CoAP. For web protocols TLS or DTLS are
common security solutions. TLS works over TCP,
whereas in 6LOWPAN networks UDP is preferred.

Datagram Transport Layer Security (DTLYS)

The DTLS protocol provides
communications privacy for datagram protocols. The
protocol allows client/server  applications to
communicate in a way that is designed to prevent
eavesdropping, tampering, or message forgery. The
DTLS protocol is based on the Transport Layer Sgcur
(TLS) protocol and provides equivalent security
guarantees. Datagram semantics of the underlying
transport are preserved by the DTLS protocol. D148
derivation of SSL protocol. It provides the sameusity
services (integrity, authentication and confiddittipbut
under UDP protocol. DTLS is implemented by several
projects including SSL and the OpenSSL project.UDP:
Typically DTLS uses UDP as its transport protocol.
There is no well-known UDP port for DTLS traffic.

Related Work

IPv6 over Low power Wireless Personal Area
Network (6LOWPAN) enables the use of IP in low-
power and lossy wireless networks such as Wireless
Sensor Networks (WSNs). Such IP-connected smart
devices (Things) are becoming part of the Intehszice
forming the Internet of Things (loT) or strictly espking
the IP-connected IoT. To cope with constrained
resources and the size limitations of IEEE 802-15.4
based networks2, 6LoOWPAN header compression
mechanisms are defined. The 6LoWPAN standard
already defines the header compression formatfiR
header, IP extension headers, and the UDP header. T
believe it is particularly beneficial to apply the
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6LOWPAN header compression mechanism to compress
other protocols having well-defined header fieldsch
as DTLS. This work provides a lightweight CoAPs by
compressing the underneath DTLS protocol with
6LoOWPAN header compression mechanisms. The
purpose of DTLS header compression is twofold.tFirs
achieving energy efficiency by reducing the message
size, since communication requires more energy than
computation.Second, avoiding 6LoOWPAN fragmentation
that is applied when the size of datagram is lathan
the link layer MTU. Our compressed DTLS maintains
true End-to-End (E2E) security between Lithe endble
hosts in 6LOWPAN networks and typical Internet kBost
that use uncompressedCoAPs. In our previous woely, t
propose a header compression method to use IPsec to
secure the communication between nodes in 6LOWPAN
networks and hosts in the Internet. To define Next
Header Compression (NHC) encodings to compress the
Authentication Header (AH) and Encapsulating Séguri
Payload (ESP) extension headers. Even though our
6LOWPAN compressed IPsec can be used to provide
lightweight E2E security at the network layer, st not
primarily designed for web protocols such as HTTP o
CoAP.
CoAP and DTLS

CoAP is a web protocol that runs over the
unreliable UDP protocol and is designed primarity f
the IoT. CoAP is a variant of the most used syncbus
web protocol, HTTP, and is tailored for constrained
devices and machine-to-machine communication.
However, whileCoAP provides a REST interface simila
to HTTP, it focuses on being more lightweight andte
effective than its variant for today’s Internet. pmtect
CoAP transmissions, Datagram TLS (DTLS) has been
proposed as the primary security protocol [2]. Agalus
to TLS-protected HTTP (HTTPs), the DTLS-secured
CoAPprotocol is termed CoAPs. DTLS guarantees E2E
security of different applications on a single maehby
operating between the transport and applicatioeriay
DTLS consists of two layers: the lower layer comsaihe
Record protocol and the upper layer contains eitfer
the three protocols namely Handshake, Alert, and
ChangeCipherSpec, or application data. The
ChangeCipher-Spec is used during the handshake
process to merely indicate that the Record protocol
should protect the subsequent messages with thé/ new
negotiated cipher suite and security keys. DTLS uke
Alert protocol to communicate theerror messages
between the DTLS peers. Figure 2 shows the streictiir
a DTLS message in an IP/UDP datagram. The Record
protocol is a carrier for the upper layer protocdibe
Record header contains among others contenttype and
fragment fields. Based on the value in the contgpe,
the fragment field contains either theHandshaké¢ogpi,
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Alert protocol, ChangeCipherSpec protocol, or
application data.The Record header is primarily
responsible to cryptographically protect the uplager
protocols or application data once the handshakegss

is completed. The Record protocol’s protection udels
confidentiality,integrity protection and authentyci The
DTLS Record is a rather simple protocol whereas the
Handshake protocol is a complex chatty process and
contains numerous message exchanges in an
asynchronous fashion.Figure 3 shows a full handshak
process. The handshake messages, usually organized
flights, are used to negotiate security keys, aifghates

and compression methods. Thescope of this paper is
limited to the header compression only and not the
cryptographic processing of Record and Handshake
protocaols.

Proposed System
I mplementation

Our proposed header compression mechanisms
in Lithe can be implemented in any OS that supports
6LOWPAN.The Lithe implementation consists of four
main components: (i) DTLS, (ii) CoAP, (iii) CoAPDH.
integration module, (iv) DTLS header compressioor F
DTLS we use the open source tinyDTLS implementation
which supports the basic cipher suite based orsipaeed
key TLS_PSK_WITH_AES_128_CCM_8. We adapt
tinyDTLS for the WiSMote platform and for the 2Q:-bi
address support of msp430-gcc(version of 4.7.0). Fo
CoAP, we use the default CoOAP implementation in the
Contiki OS. We develop the integration module that
connects the CoAP and DTLS implementations and
enables the CoAPs protocol. This integration alldhes
application independent access to CoAPs where mggo
CoAP messages are transparently handed to DTLS that
transmits the protected messages to the destinaibn
incoming CoAP messages are protected through DTLS
and therefore are processed first at the DTLS |ayer
handed transparently to CoAP, which resides in the
application layer. We implement our proposed header
compression as an extension to the 6LoWPAN
implementation in the Contiki OS. The 6LoWPAN layer
resides between the IP and Medium Access Control
(MAC) layers. The packets from the IP layer tha¢ ar
ready to be transmitted from the node are congidaese
output packets. The packets from the MAC layer #nat
received to the node are considered as input packbée
6LOWPAN layer processes all UDP packets from both
directions. Therefore, we use two ways to distiegui
UDP packets that carry DTLS messages as payload fro
other UDP packets. In the case of input packetsptie-
configured default DTLS port is used to identify ARs
messages. In the second case when the packetigagc
from the MAC layer, the DTLS port and the ID bits i
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the NHC-for-UDP and in the NHC for DTLS headers are
used to distinguish the compressed headers from the
uncompressed. Details are provided in Section V.
Furthermore, it is important to emphasize, thatlevhi
applying header compression, the E2E security af®T
is not compromised. This is due to the design ot BT
and our effort to remain standard-compliant. Thades
fields are, after final negotiation of the ciphauits,
integrity protected within the Record layer. Duritige
compression/decompression process the originalenead
are not modified and the integrity protection is
maintained. After decompression in the 6LoWPAN
layer, the integrity of the packet is checked ia BITLS
layer. The correctness of integrity protection ssras
well as a proof of correct decompression.

Evaluation

On real sensor nodes running the ContikiOS.
We use WiSMoteas our hardware platform. WiSMotes
are equipped witki) a 16 MHz, MSP430 5-Series, 16-bit
RISC microcontroller(ii) 128/16 kB of ROM/RAM, and
(iii) an IEEE 802.15.4 (CC2520) transceiver. We select
WiSMotes because of the RAM and ROM requirements
of the DTLS implementation, which is discussed ioren
detail in Section VI-B. The network setup consistswo
WiSMotes which communicate directly through the
radio. The CC2520 transceiver provides an AES-128
security module. However, for our evaluation werd
use the AES hardware support and rely on softw&s.A
Leveraging the AES hardware support for the
cryptographic computations involved in DTLS would
lead to higher performance. The focus of our evana
is on the impact of DTLS header compression on
response time and energy consumption of nodes.
Therefore, the performance loss due to software AES
not affecting our evaluation. Furthermore, we dd no
enable link layer security support, in order todixe to
analyze the processing overhead of compression
separately. In our previous work, we have evaludbed
performance gains when using the AES support in
hardware. There, we implement and evaluate the IEEE
802.15.4 link layer security.

Experimental Results

1) DTLS Compression Overhead: The overhead caused
through in-node computation for compression and

decompression of DTLS headers is almost negligible.

However, we measure and show it for the sake of
completeness. Figure 8 shows the additional energy
consumed for compression(compressing/decompressing)
of the handshake messages. Each handshake message
consists of the both Record and Handshake hedgers.

a DTLS handshake based on preshared keys, on ayerag
4.2 uJ of energy is consumed for compression.
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2) CoAPs InitializationDuring the CoAls initialization
phase a secure session is established betweenwadr
communicating engboints using the DTLS handsha
protocol. The handshake process uses both the @R
and Handshakbeaders, which means that both of tt
headers can be compressedheTtradeoff betwee
additional in-node computations. reduced packet siz
shows itself in the energy consumption for pas
transmission in a DTLS handshake.Table Ill comp
the energy consuption required for transmissicfor the
case compression &pplied and respectively for the ca
where compression is not applied. On average 15%
energy is used to transmit (and receive) compre
packets. This is due to smaller parclgizes achieve
through compression.

3) CoAPs Request-Responsince theCoAPs
initialization phase is completed, i.e., the hamdtghhas
been performed, a sensor node can send/receivee:

CoAP messages using the DTLS Record prott
Although the Handshakerotocol is, compared to tt
Record protocol, a more resource hungrgtocol, it is

performed only once during the initialization ph:
and/or later (rarely) for re-
handshake.
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Fig 1CoAP output in Network Simulator

In order to measure the rformance of
compression of theRecord Header, we measure
energy consumption and the round trip time (RTT)
the processing of CoAP requestresponse message
start our measurements when the client prepare:
CoAP request, and stop after the server's resp
received and pmrcessed. The corresponding Co
response contains varying payload lengths. To bee
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precise, eight different payload sizes in the raoig@ to
48 bytes are used. We select 48 bytes, becaused®
byte CoAP payload 6LoWPAN fragmentation

performed in case of plain @®<. The transmission o
CoAPGET requests has the same amount of en
consumption since the size of request message
always constant. Hence, energy consumption for Gx
requests is always reduced by 10% using compres
The energysavings for the CoAPs response mess
depend on the payload length and whether compre
can prevent fragmentation. The latter is the casea
payload lendt of 48 byte. Hence, the enersaving is in
the range of 26%, where the highest enersaving is
for 48 byte. For analyzing the overi energy

f

consumption savings foCoAPs reque-responses, we
sum up energy consumption fpacket transmission on
the server and clientWe observe that iaverage energy

savings of about% are achieved. Howey, in the case
where fragmentation isvoided through compressii the
savings increase to 20.6%.
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Fig 2Compressed CoAP function

This is due to the fact, tt with 48 byte
payload, 6LoWPANtransmits the packet win two
fragments, whereas witttompression the packet
transmitted without fragmentation. The reduced
transmissioniie affects as well the RTT fa CoAPs
request-responsmessage. In the case of no RCas
shown in Figure 10b, the RTT is in average %
smaller, except for 48 byteapload.There, the RTT with
compressions even 77% smaller, since gmentation is
avoided. In ordeto assess the overall overhesaused
through security, we hawes well added values ‘CoAP
without security. The RTTh CoAP without securitis in
average 1/3 of the CoAPass long as no fragmentan is
needed. Looking at the RTWith RDC, as shown i
Figure 10b we see that for all thrcases of: (i) CoAP
without any security, (iiplain CoAPs, anc(iii) CoAPs
with DTLS compession (Lithe), RTT valueare in the
same range, expeftir COAP response messages v48
Byte payload. This is a sideffect of RDC. RDC save
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energy by putting the radio into sleep for the nafsthe
time. However, this happens at the cost of higatamicy.
Packets in RDC networks are not transmitted diyectl
For example, in Figure 10b for 48 byte payload,
compression leads to 50% shorter RTT.

Discussion and Future Work

CoAP enabled hosts will be an integral part of
the Internet of Things (loT). Furthermore, real ldor
deployments of CoAP enabled devices require securit
solutions. To this end, DTLS is the standard protdo
enable secure CoAP (CoAPs). In this paper, we
investigate the possibility of reducing the overdheas
DTLS by means of 6LoOWPAN header compression, and
present the first DTLS header compression spetifica
for 6LOWPAN. We quantitatively show that DTLS can
be compressed and its overhead is significantlyced
using 6LOWPAN standardized mechanisms. Our
implementation and evaluation of compressed DTLS
demonstrate that it is possible to reduce the CoAPs
overhead as the DTLS compressions efficient in $epfn
energy consumption and network wide response time,
when compared with plain CoAPs. The difference
between compressed DTLS and uncompressed DTLS is
very significant, if the use of uncompressed DTLS
results in 6LOWPAN fragmentation. As future work we
plan to deploy Lithe in a real world I0T system hwi
real application scenario. Such an loTsetup consét
constrained devices, standard computers, and
smartphones. A real world deployment helps us to
thoroughly evaluate Lithe in an heterogeneous kg
ultimately demonstrate the use of Lithe in security
sensitive applications.
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